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Abstract—This paper studies the observability radius of network
systems, which measures the robustness of a network to perturbations
of the edges. We consider linear networks, where the dynamics are
described by a weighted adjacency matrix, and dedicated sensors are
positioned at a subset of nodes. We allow for perturbations of certain
edge weights, with the objective of preventing observability of some
modes of the network dynamics. To comply with the network setting,
our work considers perturbations with a desired sparsity structure, thus
extending the classic literature on the observability radius of linear
systems. The paper proposes two sets of results. First, we propose
an optimization framework to determine a perturbation with smallest
Frobenius norm that renders a desired mode unobservable from the
existing sensor nodes. Second, we study the expected observability radius
of networks with given structure and random edge weights. We provide
fundamental robustness bounds dependent on the connectivity properties
of the network and we analytically characterize optimal perturbations of
line and star networks, showing that line networks are inherently more
robust than star networks.

I. INTRODUCTION

Networks are broadly used to model engineering, social, and natu-
ral systems. An important property of such systems is their robustness
to contingencies, including failure of components affecting the flow of
information, external disturbances altering individual node dynamics,
and variations in the network topology and weights. It remains an
outstanding problem to quantify how different topological features
enable robustness, and to engineer complex networks that remain
operable in the face of arbitrary, and perhaps malicious perturbations.

Observability of a network guarantees the ability to reconstruct the
state of each node from sparse measurements. While observability is
a binary notion [2], the degree of observability, akin to the degree
of controllability, can be quantified in different ways, including the
energy associated with the measurements [3], [4], the novelty of the
output signal [5], the number of necessary sensor nodes [6], [7], and
the robustness to removal of interconnection edges [8]. A quantitative
notion of observability is preferable over a binary one, as it allows to
compare different observable networks, select optimal sensor nodes,
and identify topological features favoring observability.

In this work we measure robustness of a network based on the
size of the smallest perturbation needed to prevent observability. Our
notion of robustness is motivated by the fact that observability is a
generic property [9] and network weights are rarely known without
uncertainty. For these reasons numerical tests to assess observability
may be unreliable and in fact fail to recognize unobservable systems:
instead, our measure of observability robustness can be more reliably
evaluated [10]. Among our contributions, we highlight connections
between the robustness of a network and its structure, and we
propose an algorithmic procedure to construct optimal perturbations.
Our work finds applicability in network control problems where the
network weights can be changed, in security applications where an
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attacker gains control of some network edges, and in network science
for the classification of edges and the design of robust topologies.
Related work Our study is inspired by classic works on the ob-
servability radius of dynamical systems [11], [12], [13], defined as
the norm of the smallest perturbation yielding unobservability or,
equivalently, the distance to the nearest unobservable realization.
For a linear system described by the pair (A, C), the radius of
observability has been classically defined as

]

s.t. (A4 A4, C+ Ac) is unobservable.

w(A,C) = min

Ag,Ac

’
2

As a known result [12]], the observability radius satisfies

#(4,C) = mino, ({515 AD ,

where o, denotes the smallest singular value, and s € R (s € C
if complex perturbations are allowed). The optimal perturbations
A4 and Ac are typically full matrices and, to the best of our
knowledge, all existing results and procedures are not applicable
to the case where the perturbations must satisfy a desired sparsity
constraint (e.g., see [14]). This scenario is in fact the relevant one for
network systems, where the nonzero entries of the network matrices
A and C correspond to existing network edges, and it would be
undesirable or unrealistic for a perturbation to modify the interaction
of disconnected nodes. An exception is the recent paper [8], where
structured perturbations are considered in a controllability problem,
yet the discussion is limited to the removal of edges.

We depart from the literature by requiring the perturbation to be
real, with a desired sparsity pattern, and confined to the network
matrix (Ac = 0). Our approach builds on the theory of total least
squares [15]. With respect to existing results on this topic, our work
proposes procedures tailored to networks, fundamental bounds, and
insights into the robustness of different network topologies.
Contribution The contribution of this paper is threefold. First, we
define a metric of network robustness that captures the resilience
of a network system to structural, possibly malicious, perturbations.
Our metric evaluates the distance of a network from the set of
unobservable networks with the same interconnection structure, and it
extends existing works on the observability radius of linear systems.

Second, we formulate a problem to determine optimal perturbations
(with smallest Frobenius norm) preventing observability. We show
that the problem is not convex, derive optimality conditions, and
prove that any optimal solution solves a nonlinear generalized eigen-
value problem. Additionally, we propose a numerical procedure based
on the power iteration method to determine (sub)optimal solutions.

Third, we derive a fundamental bound on the expected observabil-
ity radius for networks with random weights. In particular, we present
a class of networks for which the expected observability radius
decays to zero as the network cardinality increases. Furthermore, we
characterize the robustness of line and star networks. In accordance
with recent findings on the role of symmetries for the observability
and controllability of networks [16], [17], we demonstrate that line
networks are inherently more robust than star networks to pertur-
bations of the edge weights. This analysis shows that our measure
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of robustness can in fact be used to compare different network
topologies and guide the design of robust complex systems.

Because the networks we consider are in fact systems with linear
dynamics, our results are generally applicable to linear dynamical
systems. Yet, our setup allows for perturbations with a fixed sparsity
pattern, which may arise from the organization of a network system.
Paper organization The rest of the paper is organized as follows.
Section [[I] contains our network model, the definition of the network
observability radius, and some preliminary considerations. Section [[TI]
describes our method to compute network perturbations with smallest
Frobenius norm, our optimization algorithm, and an illustrative
example. Our bounds on the observability radius of random networks
are in Section [[V] Finally, Section [V] concludes the paper.

II. THE NETWORK OBSERVABILITY RADIUS

Consider a directed graph G := (V,&), where V := {1,...,n}
and € C V x V are the vertex and edge sets, respectively. Let
A = [a;;] be the weighted adjacency matrix of G, where a;; € R
denotes the weight associated with the edge (i,j) € £ (representing
flow of information from node j to node %), and a;; = 0 whenever
(i,7) & E. Let e; denote the i-th canonical vector of dimension 7.
Let O = {o1,...,0p} CV be the set of sensor nodes, and define the
network output matrix as Co = [eo, eop}T. Let 7;(t) € R
denote the state of node i at time ¢, and let z : N> — R" be the
map describing the evolution over time of the network state. The
network dynamics are described by the linear discrete-time system

z(t+1) = Az(t), and y(t) = Co z(t), (1)

where y : N>o — RP is the output of the sensor nodes O.

In this work we characterize structured network perturbations
that prevent observability from the sensor nodes. To this aim, let
H = (Vu, Exn) be the constraint graph, and define the set of matrices
compatible with H as

Ay ={M : M e RV N =0if (4,5) & Ex ).

Recall from the eigenvector observability test that the network (I) is
observable if and only if there is no right eigenvector of A that lies
in the kernel of Co, that is, Cox # 0 whenever z # 0, Az = Az,
and A € C [18]. In this work we consider and study the following
optimization problem:

min A2,

st. (A4 A)x =Mz, (eigenvalue constraint),
|zl =1, (eigenvector constraint), 2)
Cox =0, (unobservability),
A€ Ay, (structural constraint),

where the minimization is carried out over the eigenvector z € C”,
the unobservable eigenvalue A € C, and the network perturbation
A € R™™. The function | - |lr : R™™™ — Rxq is the
Frobenius norm, and Ay expresses the desired sparsity pattern of
the perturbation. It should be observed that (i) the minimization
problem (@) is not convex because the variables A and z are
multiplied each other in the eigenvector constraint (A + A)z = Az,
(ii) if A € Ay, then the minimization problem is feasible if and
only if there exists a network matrix A + A = A € Ay satisfying
the eigenvalue and eigenvector constraint, and (iii) if % = G, then
the perturbation modifies the weights of the existing edges only. We
make the following assumption:

(A1) The pair (A, Co) is observable.

Assumption (A1) implies that the perturbation A must be nonzero to
satisfy the constraints in ().

For the pair (A,Co), the network observability radius is the
solution to the optimization problem (2)), which quantifies the total
edge perturbation to achieve unobservability. Different cost functions
may be of interest and are left as the subject of future research.

The minimization problem (2) can be solved by two subsequent
steps. First, we fix the eigenvalue A, and compute an optimal
perturbation that solves the minimization problem for that A. This
computation is the topic of the next section. Second, we search
the complex plane for the optimal A yielding the perturbation with
minimum cost. We observe that (i) the exhaustive search of the
optimal X is an inherent feature of this class of problems, as also
highlighted in prior work [13[]; (ii) in some cases and for certain
network topologies the optimal A\ can be found analytically, as we
do in Section m for line and star networks; and (iii) in certain
applications the choice of A is guided by the objective of the network
perturbation, such as inducing unobservability of unstable modes.

III. OPTIMALITY CONDITIONS AND ALGORITHMS FOR THE
NETWORK OBSERVABILITY RADIUS

In this section we consider problem (2) with fixed . Specifically,
we address the following minimization problem: given a constraint
graph H, the network matrix A € Ag, an output matrix Co, and
a desired unobservable eigenvalue A € C, determine a perturbation
A* € R"*" satisfying

|A*E = min [
zECT , AER XN
s.t. (A4 A)x = Az,
[zfl2 = 1, Q)
Cox =0,
Ae Ay.

From (3), the value ||A*||? equals the observability radius of the
network A with sensor nodes O, constraint graph #, and fixed
unobservable eigenvalue .

A. Optimal network perturbation

We now shape minimization problem () to facilitate its solution.
Without affecting generality, relabel the network nodes such that the
sensor nodes set satisfy

O ={1,...,p}, sothat Co = [Ip O] . @
Accordingly,
A11 A12 All A12
A= dA= 5
{Azl A22} ) an {Am AzJ ’ ©)
where A1 € ]Rpo, A € Rpxn—p, Ao € Rn_po, and

Agg eR"PXMP Let V = [vi;] be the unweighted adjacency
matrix of H, where v;; = 1 if (3,j) € &y, and v;; = 0 otherwise.
Following the partitioning of A in @), let

Vit Vig
V= .
{Vm V22]

We perform the following three simplifying steps.
(1-Rewriting the structural constraints) Let B = A+ A, and notice
that ||AlF = Y0, e (b — a;j)?. Then, the minimization
problem (@) can equivalently be rewritten restating the constraint
A € Ay, as in the following:

IAIE=11B = AlF =337 (bij — aij) vy
i=1 j=1

Notice that ||A||Z2 = oo whenever A does not satisfy the structural
constraint, that is, when v;; = 0 and b;; # a;;.



(2—Minimization with real variables) Let A = A\n + i\g, where i
denotes the imaginary unit. Let
1 1
x Tx
TR = [ 2%}, and xg = [ 5’},
TR

R

denote the real and imaginary parts of the eigenvector x, with
zh € RP, x5 € RP, 2% € R"7P, and 2% € R™7P.
Lemma 3.1: (Minimization with real eigenvector constraint) The
constraint (A + A)z = Ax can equivalently be written as
(A + A — A§RI)SC§R = —AgZTg,
(A + A — Ag}g[)xg = AgTx.

Proof: By considering separately the real and imaginary part of
the eigenvalue constraint, we have (A + A)z = Agz + iAgz and
(A+ A)Z = ApT — i\gT, where T denotes the complex conjugate
of x. Notice that

(A+A)(z+7) = An +ida)z + (An — iAs)Z,

(A+A)2zp

(6)

2ARTR -2 g Ty
and, analogously,

(A+A)(z —z) = (Ar +idg)z — (An —1Ag)7,

(A+A)2izg 2idprg+2idgry
which concludes the proof. |
Thus, the problem (3) can be solved over real variables only.
(3—Reduction of dimensionality) The constraint Cox = 0 and

equation (@) imply that z3 = x& = 0. Thus, in the minimization
problem @ we set A11 = 0, A2; = 0, and consider the minimization
variables x5, x%, A1z, and Ags.

These simplifications lead to the following result.

Lemma 3.2: (Equivalent minimization problem) Let

x A2| % ANTY Opxn—
A= A= M= | P ""P
e R Pl R et

0 \% @
N = Y| g Va2l g B A4 A
|:)\§R1n7p:| V22 an *
The following minimization problem is equivalent to (3):
n n—p
A" = 5 in, DN by —awy)eyt,
TRt =1 =1
2
I1=1], -
Ty 2

The minimization problem (8) belongs to the class of (structured)
total least squares problems, which arise in several estimation and
identification problems in control theory and signal processing. Our
approach is inspired by [15], with the difference that we focus
on real perturbations A and complex eigenvalue A: this constraint
leads to different optimality conditions and algorithms. Let A ® B
denote the Kronecker product between the matrices A and B, and
diag(di, . ..,d») the diagonal matrix with scalar entries d1, ..., dn.
We now derive the optimality conditions for the problem (8).

Theorem 3.3: (Optimality conditions) Let x5, and x& be a solu-
tion to the minimization problem (§). Then,

A—-N M zn| _ [Se To| |n
M  A-N|lzx| T Q| |yl
N——~ N e N~

A z* Dy y* )
A —7N 7M ~ ' yi| _ Sy Tyl |z
~M  A-N| |y " T, Q) |25
~— ——
AT y* Dy x*

for some o > 0 and y* € R®" with |jy*| = 1, and where

Dy = diag(vi1, ..., Vin, U215 -+, V20, -« oy Unly- -+, Unn)y

D, = diag(v11, ..., Un1, V12, . .. s Ulny -« -y Unn),

S, =(I®@zp) Di(I®zh), To = (I @xk) " Di(I® %), (10)
Q.= (I ®z5) Di(I®%), Sy =T @y1) Da(I @ 1),
Ty=I®y) D2l @ys), Qy = ®y2) " Da(I ®y2).

Proof: We adopt the method of Lagrange multipliers to derive
optimality conditions for the problem (8). The Lagrangian is

ﬁ(Bvx§E7xé,€17£27p) = ZZ(EU - aij)Q’Uizl
i g

y Un2y .ot

+ 01 ((B = N)ah + Mz3) + £ (B — N)zi — Ma3)
+p(1 -z} ok — 23 ad),

an

where /1 € R", /2 € R", and p € R are Lagrange multipliers. By
equating the partial derivatives of £ to zero we obtain

oL

BT =0= _Z(dij — (_)Z‘j)’l)igl + elil?gej + 622‘5523]' = 07 (12)

15

oL T, 5 = T oT

Y =0=/((B—N)—0;M —2pzx3 =0, (13)
bid

oL T 27 T/ 5 y, 2T

61’2\:0:>£1M+£2(B_N)_2px% =0, (14)

gfzzoé(g_mxgﬁmg:o, (15)

gfézoi(g_mxg_m;:o, (16)

% = 0= 2T 0%+ %0t = 1. a7

Let Ly = diag(¢1), Lo = diag(f2), Xp = diag(23), Xs =
diag(x%). After including the factor 2 into the multipliers, equation
(T2) can be written in matrix form as

A—B=ILVXgp+ LV Xs. (18)
Analogously, equations (I3) and (T4) can be written as
B-N M

From equation (T9) we have

B-N 11 [
e ] [ o B_N} Lg} 2o,

=0 due to (T3) and {T6)
from which we conclude p = 0. By combining (I3) and (I8)
(respectively, (T6) and (T8)) we obtain

(A— N)ah + Mk = (LiVXp + LoV Xg) 25,

(A~ N)z% — Mok = (L1VXn + L2V Xs) 25.
Analogously, by combining (13) and (I8), (I4) and (I8), we obtain
((A—N) =M= (] (LiVXg + L2VXs),

(A= N)+ M =06 (LiVXg+ LVXs).

Let 0 = /€141 + €345 and observe that o cannot be zero. Indeed,
due to Assumption (Al), the optimal perturbation can not be zero;
thus, the first constraint in (8) must be active and the corresponding

multiplier must be nonzero. Then, we can define y1 = ¢1/c and
y2 = £2 /o and we can verify that

(LiV Xy + LV Xs) 2% = 0 (Sep + Tey2)
(L1V X + LoV Xg) 2% = 0 (Toyr + Quye) ,



and
o (v (A= N) = yI M) = & (L1V X + LoV X)
=0’ (Syxg? + Tymé)T )
o (yg(z‘I -N)+ leM) =3 (L VXp + L2V Xg)
=o* (Tyah +Qya3) ",
which conclude the proof. ™

Note that equations (9) may admit multiple solutions, and that
every solution to (9) yields a network perturbation that satisfies the
constraints in the minimization problem (8). We now present the
following result to compute perturbations.

Corollary 3.4: (Minimum norm perturbation) Let A* be a solu-
tion to (@). Then, A* = [0"*? A*], where

A" = —o (diag(y1)Vdiag(z5) — diag(y2)V diag(z3)) ,
and x5, &, Y1, Yz, o satisfy the equations (9). Moreover,

|A|f = 0°2* T Dya* = o™ ATy* < o||Allg.

Proof: The expression for the perturbation A* comes from
Lemma and (I8), and the fact that L; = odiag(y1),
L, = o diag(y2). To show the second part notice that

IAllE = 1A = Bl = L1V Xn + L2V X[k
=0’ Z Z (Viiz%; + vaiwd;) vy
L)

2 *T

— oz *TAT *7

Dyz* =ox
where the last equalities follow from (9). Finally, the inequality
follows from [z* 2 = [&*[le = [ly" |2 = lly"[le = 1. "

To compute a triple (o,2",y") satisfying the condition in Theo-
rem [3.3] observe that (O) can be written in matrix form as

5 - 21

——
H z D z

(20)

Lemma 3.5: (Equivalence between Theorem and (20)) Let
(o,2,y), with  # 0, solve 20). Then, o # 0 and y # 0, and the
triple ((a8) 0, az, By), with a = sgn(o)||z| " and 8 = [ly ",
satisfies the conditions in Theorem [3.3]

Proof: Because x # 0 and A has full column rank due to
Assumption (Al), it follows o # 0 and y # 0. Let D, and D,
be as in (@). Notice that Doy = ®D, and Dg, = B?D,. Notice
that (o)~ o > 0. We have

Aoz = i042Dgcﬂy = aoD.y,
afB
ATpy = Q%BZDyam = BoDyz,
which concludes the proof. |

Lemma@ shows that a (sub)optimal network perturbation can in fact
be constructed by solving equations (20). It should be observed that,
if the matrices Sg, T, Qq, Sy, Ty, and @, were constant, then 20)
would describe a generalized eigenvalue problem, thus a solution
(5,2) would be a pair of generalized eigenvalue and eigenvector.
These facts will be exploited in the next section to develop a heuristic
algorithm to compute a (sub)optimal network perturbation.

Remark 1: (Smallest network perturbation with respect to the
unobservable eigenvalue) In the minimization problem (@) the size
of the perturbation A* depends on the desired eigenvalue A, and
it may be of interest to characterize the unobservable eigenvalue

A" = AR + 1A yielding the smallest network perturbation that pre-
vents observability. To this aim, we equate to zero the derivatives of
the Lagrangian (TT) with respect to Ag and Ag to obtain

ai:o:MI [O”} + 03 [{Sg’} =0,

OAn o% S
oL 0 0

The above conditions clarify that, for the perturbation A to be of the
smallest size with respect to A, the Lagrange multipliers ¢; and /2,
and the vectors =% and =% must verify an orthogonality condition.[]

Remark 2: (Real unobservable eigenvalue) When the unobserv-
able eigenvalue \ in (@) is real, the optimality conditions in Theo-
rem [3.3] can be simplified to

(A — N)xm = 0S.y1, and (A — ]\7)y1 = 0SyTR.

The generalized eigenvalue equation (20) becomes

0 AT—NT Y1 _ SI 0 Y1
A-N 0 TR - 0 Sy| |zw]|’

and the optimality conditions with respect to the unobservable eigen-

value \ (see Remark | simplify to £] L?g ] =0. O
R

B. A heuristic procedure to compute structural perturbations

In this section we propose an algorithm to find a solution to the set
of nonlinear equations @) and thus to find a (sub)optimal solution
to the minimization problem (3). Our procedure is motivated by 20)
and Corollary [34] and it consists of fixing a vector z, computing
the matrix D, and approximating an eigenvector associated with the
smallest generalized eigenvalue of the pair (H, D). Because the size
of the perturbation is bounded by the generalized eigenvalue o as in
Corollary 3:4] we adopt an iterative procedure based on the inverse
iteration method for the computation of the smallest eigenvalue of
a matrix [19]. We remark that our procedure is heuristic, because
([20) is in fact a nonlinear generalized eigenvalue problem due to the
dependency of the matrix D on the eigenvector z. To the best of our
knowledge, no complete algorithm is known for the solution of (20).
We start by characterizing certain properties of the matrices H and
D, which will be used to derive our algorithm. Let

spec(H,D) = {A\ € C : det(H — A\D) = 0},

and recall that the pencil (H,D) is regular if the determinant
det(H — AD) does not vanish for some value of \, see [20]. Notice
that, if (H, D) is not regular, then spec(H, D) = C.

Lemma 3.6: (Generalized eigenvalues of (H, D)) Given a vector
z € R*™ 2P define the matrices H and D as in (20). Then,

(i) 0 € spec(H, D);

(ii) if X € spec(H, D), then —\ € spec(H, D); and

(iil) if (H, D) is regular, then spec(H, D) C R.

Proof: Statement (i) is equivalent to Az =0and ATy = 0, for
some vectors # and y. Because AT € R(2"~2P)X2% with p > 1, the
matrix A" features a nontrivial null space. Thus, the two equations
are satisfied with z = 0 and y € Ker(A"), and the statement follows.

To prove statement (ii) notice that, due to the block structure of
H and D, if the triple (A, Z, §) satisfies the generalized eigenvalue
equations ATj = AD,z and Az = AD,7, so does (—\, Z, —).

To show statement (iii), let Rank(D) = k < n, and notice that the
regularity of the pencil (H, D) implies HZ # 0 whenever Dz = 0
and z # 0. Notice that (H, D) has n — k infinite eigenvalues [20]
because Hz = ADzZ = X -0 for every nontrivial Z € Ker(D).



Because D is symmetric, it admits an orthonormal basis of eigen-
vectors. Let Vi € R™** contain the orthonormal eigenvectors of D
associated with its nonzero eigenvalues, let Ap be the corresponding
diagonal matrix of the eigenvalues, and let 77 = V1A51/ 2, Then,
T DT, = I.Let H = T} HT}, and notice that H is symmetric. Let
Ty € R*** be an orthonormal matrix of the eigenvectors of H. Let
T = Ty T, and note that T"HT = A and T' DT = I, where A is
a diagonal matrix. To conclude, consider the generalized eigenvalue
problem HzZ = ADZ. Let Z = T'Z. Because T has full column rank
k, we have T'HT? = Az = AT'DTZ = Az, from which we
conclude that (H, D) has k real eigenvalues. [ |

Lemma [3.6] implies that the inverse iteration method is not directly
applicable to 20). In fact, the zero eigenvalue of (H, D) leads the
inverse iteration to instability, while the presence of eigenvalues of
(H, D) with equal magnitude may induce non-decaying oscillations
in the solution vector. To overcome these issues, we employ a shifting
mechanism as detailed in Algorithm [I] where the eigenvector z is
iteratively updated by solving the equation (H — puD)zk11 = Dzg
until a convergence criteria is met. Notice that (i) the eigenvalues of
(H — uD, D) are shifted with respect to the eigenvalues of (H, D),
that is, if o € spec(H, D), then o — pu € spec(H — pD, D)[| (i) the
pairs (H — uD, D) and (H, D) share the same eigenvectors, and
(iii) by selecting p = ¢ - min{o € spec(H, D) : o > 0}, the pair
(H —uD, D) has nonzero eigenvalues with distinct magnitude. Thus,
Algorithm [T] estimates the eigenvector z associated with the smallest
nonzero eigenvalue o of (H, D), and converges when z and o also
satisfy equations (20). The parameter ¢ determines a compromise
between numerical stability and convergence speed; larger values of
1 improve the convergence speed

Algorithm 1: Heuristic solution to (20)

Input: Matrix H; max iterations maxier; 1 € (0.5, 1).
Output: (o, z) satisfying (20), or fail.
repeat
24 (H — uD) 'Dz;
¢« [lz[I;
z < z/;
w =1 -min{¢ € spec(H, D) : ¢ > 0};
update D according to (T0);
i i+1
until convergence or i > maxier;
return (¢ + p, 2) or fail if i = MaXier;

When convergent, Algorithm [T] finds a solution to (20) and,
consequently, the algorithm could stop at a local minimum and return
a (sub)optimal network perturbation preventing observability of a
desired eigenvalue. All information about the network matrix, the
sensor nodes, the constraint graph, and the unobservable eigenvalue is
encoded in the matrix H as in (7), (©) and 20). Although convergence
of Algorithm [T] is not guaranteed, numerical studies show that it
performs well in practice; see Sections [[II-C] and [[V]

C. Optimal perturbations and algorithm validation

In this section we validate Algorithm [T on a small network. We
start with the following result.

Theorem 3.7: (Optimal perturbations of 3-dimensional line net-
works with fixed A € C) Consider a network with graph G = (V, £),

! To see this, let o be an eigenvalue of (H, D), that is, Hx = oDuz.
Then, (H — pD)x = Hx — pDx = 0Dz — pDx = (0 — p)Dz. That is
(H — pD)x = (0 — p)Dx thus o — p is an eigenvalue of (H — uD, D).

2In Algorithm [1| the range for 1) has been empirically determined during
our numerical studies.

where |V| = 3, weighted adjacency matrix

a1 a2 O
a21 G2
0 a3

A=

azs | ,
ass

and sensor node O = {1}. Let B = [b;;] = A + A", where A”
solves the minimization problem (3) with constraint graph H = G
and unobservable eigenvalue A = Ag + iAg € C, Ag # 0. Then:

b1 = aii, bo1 = aszi, b2 = 0,
and ba2, bas, b3z, and bss satisfy:
b3z — b2 _
(b22 — a22) — (b3z — ass) + T(b% —a23) =0,
b
(bz2 — as2) — ﬁ(b% —a23) =0, 1)

baa + b33 — 2Ag = 0,

b22b33 — bazbsz — )\ge - )\?5 =0
Proof: Let Bx = Ax and notice that, because )\ is unobservable,
Cox = [10 0]z = 0. Then, = = [x1 x2 ;c3]T, z1 =0, b11 = a1,
and b21 = a21. By contradiction, let x2 = 0. Notice that Bx = Ax
implies b3z = A, which contradicts the assumption that Ag # 0 and

bss € R. Thus, x2 # 0. Because x2 # 0, the relation Bx = Az and
x1 = 0 imply b12 = 0. Additionally, \ is an eigenvalue of

baa  bas
By = .
2 {532 b33]
The characteristic polynomial of By is
Pp,(s) = s> — (ba2 + b33)s + bazbss — basbsa.

For A € spec(Bz), we must have Pp,(s) = (s — A)(s — A), where
A is the complex conjugate of A. Thus,

Pg,(s) = (s — Ap — idg)(s — Ap +idg) = 5° — 2hns + A + A&,
which leads to
bao + bss — 22w = 0, and baobss — basbss — A — A3 = 0. (22)

The Lagrange function of the minimization problem with cost
function [|A*||E =300, 2?22 (bij — a;;)* and constraints @2) is
L(b22, bas, b2, bss, p1,p2) = dsy 4 d3s + d35 + d3s

+ p1(2An + b2z + b3z) + p2(bazbss — bazbzs — ()\5% + )\%))7

where p1,p2 € R are Lagrange multipliers, and d;; = b;; — as;. By
equating the partial derivatives of £ to zero we obtain

oL
= 0= 2da2 + p1 + p2bsz =0, (23)
Ob2z
oL
=0 = 2ds3 +p1 +p2b22 =0, 24)
0Obss
oL
—— = 0= 2ds3 — pzbgz = 0, (25)
oL
— =0= 2d32 — pzbgg = 0, (26)
Obs2
together with (22). The statement follows by substituting the La-
grange multipliers p; and p2 into (23) and (26). ]

To validate Algorithm [} in Fig. [T] we compute optimal perturba-
tions for 3-dimensional line networks based on Theorem [3.7] and
compare them with the perturbation obtained at with Algorithm [T}
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Fig. 1. This figure validates the effectiveness of Algorithm |I| to compute
optimal perturbations for the line network in Section @ The plot shows
the mean and standard deviation over 100 networks of the difference between
A*, obtained via the optimality conditions @, and A(i), computed at the
i-th iteration of Algorithm |1} The unobservable eigenvalue is A =i and the
values a;; are chosen independently and uniformly distributed in [0, 1].

IV. OBSERVABILITY RADIUS OF RANDOM NETWORKS: THE
CASE OF LINE AND STAR NETWORKS

In this section we study the observability radius of networks with
fixed structure and random weights, when the desired unobservable
eigenvalue is an optimization parameter as in (2). First, we give a
general upper bound on the size of an optimal perturbation. Next, we
explicitly compute optimal perturbations for line and star networks,
showing that their robustness is essentially different.

We start with some necessary definitions. Given a directed graph
G = (V,€), a cut is a subset of edges £ C £. Given two disjoint
sets of vertices S1,S2 C V, we say that a cut £ disconnects Sz
from S; if there exists no path from any vertex in Sz to any vertex
in S; in the subgraph (V,€ \ €). Two cuts & and & are disjoint
if they have no edge in common, that is, if & N & = (0. Finally,
the Gamma function is defined as I'(z) = [;° " 'e™* dz. With
this notation in place, we are in the position to prove a general
upper bound on the (expected) norm of the smallest perturbation that
prevents observability. The proof is based on the following intuition:
a perturbation that disconnects the graph prevents observability.

Theorem 4.1: (Bound on expected network observability radius)
Consider a network with graph G = (V,&), weighted adjacency
matrix A = [as;], and sensor nodes @ C V. Let the weights a;; be
independent random variables uniformly distributed in the interval
[0, 1]. Define the minimal observability-preventing perturbation as

0= come i 1Al 27)
st (A4 A)x = Az,

[zl2 =1,

Cox =0,

A e Ag.

Let ©(O) be a collection of disjoint cuts of cardinality k, where
each cut disconnects a non-empty subset of nodes from O. Let
w = |Q%(O)| be the cardinality of Q(O). Then,

T(1/k)T(w + 1)
Elf) < VET(w+ 1+ 1/k)

Proof: Let £ € € (0O). Notice that, after removing the edges
&, the nodes are partitioned as V = Vi U Vo, where V1 N V2 = (),
O C Vi, and Vs is disconnected from V;. Reorder the network
nodes so that V1 = {1,...,|Vi|} and Vo = {|V1| + 1,...,|V|}.

Accordingly, the modified network matrix is reducible and reads as

- A O
A= .
|:A21 A22}

Let z2 be an eigenvector of Ago with corresponding eigenvalue .
Notice that X is an eigenvalue of A with eigenvector 2 = [0 #]]".
Since O C V1, Cox = 0, so that the eigenvalue A is unobservable.

From the above discussion we conclude that, for each £ € Qx(0),
there exists a perturbation A = [§;;] that is compatible with G
and ensures that one eigenvalue is unobservable. Moreover, the
perturbation A is defined as 8;; = —ay; if (i,5) € £, and 6;; = 0
otherwise. We thus have

min

E[5) <E |
£eQ(0)

2
Z @ij
(i,5)€€
Because any two elements of €2 (O) have empty intersection and all
edge weights are independent, we have

Pr min a2 > x
£€9,(0) Z Y
(i,5)€EE

w w

Z a?jzxz =|1—Pr Z a?jgmz

(i,5)€€ (i,5)€E

w

=Pr

In order to obtain a more explicit expression for this probability, we
resort to using a lower bound. Let a denote the vector of a;; with
(i,4) € €. The condition 3, . ai; < x? implies that a belongs to
the k-dimensional sphere of radius x (centered at the origin). In fact,
since a is sampled in [0, 1]*, it belongs to the intersection between
the sphere and the first orthant. By computing the volume of the

k-dimensional cube inscribed in the sphere, we obtain

(22/VE)"* (i)k
NPT e e CORIEE

(i,)€€ 1, otherwise.

Since § takes on nonnegative values only, its expectation can be
computed by integrating the survival function

E[] = /Ooo Pr (5 > t)dt,

which leads us to obtain, by suitable changes of variables,

VE 2\ 1 w
E[5]§/ 1—(—) dm:\/E/ (l—tk) dt
0 \/E 0
I 1 T(1/k)T 1
k Jo VETD(w+1/k+1)
where the last equality follows from the definition of the Beta func-
tion, B(z,y) = fol t*~1(1 —¢t)v~1dt for Real(x) > 0, Real(y) > 0,
I@)Ty) m
T(z+y) *
We now use Theorem .1 to investigate the asymptotic behavior of the
expected observability radius on sequences of networks of increasing
cardinality n. In order to emphasize the dependence on n, we shall
write E[6(n)] from now on. As a first step, we can apply Wendel’s
inequalities [21] to find
1 D(w+1) (w4 1+1/k)/k
(w+ 1)V = Tw+141/k) — (w+1)
If in a sequence of networks w grows to infinity and k remains

constant, then the ratio between the lower and the upper bounds goes
to one, yielding the asymptotic equivalence

N(1/k)T(w+1) NF(I/k) 1
E[5(n)] < VET(@+ 1+ 1/k) Vi (w+1)17E

and its relation with the Gamma function, B(x,y) =
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(a) Line network

(b) Star network

Fig. 2. Line and star networks. Sensor nodes are marked in black.

This relation implies that a network becomes less robust to pertur-
bations as the size of the network increases, with a rate determined
by k. In the rest of this section we study two network topologies
with different robustness properties. In particular, we show that line
networks achieve the bound in Theorem 1] proving its tightness,
whereas star networks have on average a smaller observability radius.

(Line network) Let G be a line network with n nodes and one sensor
node as in Fig. ] The adjacency and output matrices read as

an a2 0 0
ag1 Q22 asz3 0
A=|: B B . : ,
: . . . : (28)
0 an—1,n—2 An—1,n—1 An—1,n
0 0 An,n—1 Gnn
Co=[1 0 0 --- 0].

We obtain the following result.

Theorem 4.2: (Structured perturbation of line networks) Con-
sider a line network with matrices as in (28), where the weights
a;; are independent random variables uniformly distributed in the
interval [0, 1]. Let §(n) be the minimal cost defined as in (Z7). Then,

1

d(n) = min{ai2,...,an—1,n}, and E[d(n)] = o

Proof: 1t is known that line networks, when observed from one
of their extremes, are strongly structurally observable, that is, they
are observable for every nonzero choice of the edge weights [22].
Consequently, for the perturbed system to feature an unobservable
eigenvalue, the perturbation A must be such that &; ;41 = —as,i+1
for some ¢ € {2,...,n — 1}. Thus, a minimum norm perturbation
is obtained by selecting the smallest entry a; ;1. Since the a; ;41
are independent and identically distributed, §(n) = mina; ;+1 is a
random variable with survival function Pr(6(n) > z) = (1 — z)" !
for 0 <z <1, and Pr(6(n) > x) = 0 otherwise. Thus,

E[5(n)] = /0 Pr(3(n) > o)de = ~.

n

|
Theorem characterizes the resilience of line networks to
structured perturbations. We remark that, because line networks are
strongly structurally observable, structured perturbations preventing
observability necessarily disconnect the network by zeroing some
network weights. Consistently with this remark, line networks achieve
the upper bound in Theorem [A1] being therefore maximally robust
to structured perturbations. In fact, for O = {1} and a cut size k = 1
we have Q1(0) = {a12,...,an-1,n} and w = n — 1. Thus,
E[5(n)] < I'(1)I(n) _ (n—1)! _ l’
VID(n+1) n! n
which equals the behavior identified in Theorem {2} Further,
Theorem @ also identifies an unobservable eigenvalue
yielding a perturbation with minimum norm. In fact, if

@i*—1,7 = min{ai2,...,an—1,n}, then all eigenvalues of the
submatrix of A with rows/columns in the set {i*,...,n} are
unobservable, and thus minimizers in @)

Both Theorems @ and@ are based on constructing perturbations
by disconnecting the graph. This strategy, however, suffers from
performance limitations and may not be optimal in general. The next
example shows that different kinds of perturbations, when applicable,
may yield a lower cost.

(Star network) Let G be a star network with n nodes and one sensor
node as in Fig. Q The adjacency and output matrices read as

ail a2 ais A1n
a1 azo 0 s 0
A= |a 0o o
31 (29
. . 0 Ap—1,n—1 0
ani 0 0 0 Ann
Co=[1 0 0 --- 0].

Differently from the case of line networks, star networks are not
strongly structurally observable, so that different perturbations may
result in unobservability of some modes.

Theorem 4.3: (Structured perturbation of star networks) Con-
sider a star network with matrices as in @, where the weights
a;; are independent random variables uniformly distributed in the
interval [0, 1]. Let 6(n) be the minimal cost defined as in (7). Let

|aii — ag]

V2

m.
i,7€{2,...,n},i#]

Then,

0(n) = min{ai2, a13,...,a1n,7}, and

1 1

Proof: Partition the network matrix A in 29) as

A
A= |01 12
{Am Az2]’

where A1z € RV Ay € R™HE, Agy € R 1L Accord-
ingly, let = [x1 mg]T The condition Coxz = 0 implies z; = 0.
Consequently, for the condition (A + A)x = Az to be satisfied,
we must have (A2 + Aj2)zz = 0 and (A22 + Agg)ze = Aza.
Notice that, because Aso is diagonal and A € Ag, the condition
(A22 + Agz)z2 = Azz implies that A = a;; + d;; for all indices 4
such that ¢ € Supp(z2), where Supp(z2) denotes the set of nonzero
entries of z2. Because ||z|| = 1, [Supp(z2)| > 0. We have two cases:

Case |Supp(z2)| = 1: Let Supp(z) = {i}, with ¢ € {2,...,n}.
Then, the condition (A12+A12)x2 = 0 implies d1,; = —a1 5, and the
condition (Aaz + Aga)z2 = Az2 is satisfied with Ao = 0, A = ayi,
and x = e;, where e; is the i-th canonical vector of dimension n.
Thus, if [Supp(z2)| = 1, then §(n) = min;eqa,... n} @1,

Case |Supp(x2)| > 1: Let S = Supp(z2). Then, d:i = X — aii.
Notice that the condition (A2 + Ag2)x2 = Az» is satisfied for every
x2 with support S and, particularly, for o € Ker(A12). Thus, we

let A12 = 0. Notice that

— mi )2
5(n) = rin;l ZGZS()‘ — aii)?,
and that §(n) is obtained when S = {i,j}, for some i,j €
{2,...,n}, and A = (asi + a;;)/2. Specifically, for the indexes
{i,5}, we have ||Allr = |ai; — aj;]/v/2. Thus, if |Supp(z2)| > 1,
then §(n) = -, which concludes the proof of the first statement.



E[6(n)]

Fig. 3.  Expected values E[d(n)] for the two network topologies in Fig.
as functions of the network cardinality n. Dotted lines represent upper and
lower bounds in Theorems and B3] Solid lines show the mean over 100
networks of the Frobenius norm of the perturbations obtained by Algorithmm

In order to estimate E[6(n)], notice that §(n) = min{«, v}, where
a = min{aiz,a13,...,a1n}, and that o and v are independent
random variables. Then, from [23| Chapter 6.4] we have

Pr(d(n) > z) = Pr(a > 2)Pr(y > z)
=(1-2)"" (1~ (n—2)vV22)""},
for z < (v/2(n —2))7', and Pr(5(n) > z) = 0 otherwise. Thus,

E[d(n)] = /Oﬁ(n_Q) (1—2)"""(1— (n—2)V2z)" 'da.

Next, for the upper bound observe that

/m(l - x)"’l(l —(n— 2)\/§x)"71dx

0

VD perg 1
§/0 (1—(n—2)v2z) dxi\/in(n—Q)’

and for the lower bound observe that

/m(l — x)"fl(l —(n— Z)ﬁm)nfldx
0

_ /ﬁ““z) (1= ((n—2)V2 + 1)z + ((n — 2)v2)a?)"da

0

1
V2(n—1) ne1 1
> 1—(n—1)V2z de = ———.
> [ - - Ve N
|
Theorem @ quantifies the resilience of star networks, and the
unobservable eigenvalues requiring minimum norm perturbations; see
the proof for a characterization of this eigenvalues.
The bounds in Theorem [4.3] are asymptotically tight and imply
E[6(n)] ~

ﬁ, as n — oo.
See Fig. [3] for a numerical validation of this result. This rate of
decrease implies that star networks are structurally less robust to
perturbations than line networks. Crucially, unobservability in star
networks may be caused by two different phenomena: the deletion
of an edge disconnecting a node from the sensor node (deletion of the
smallest among the edges {a12,a1s,...,a1n}), and the creation of
a dynamical symmetry with respect to the sensor node by perturbing
two diagonal elements to make them equal in weight. It turns out that,
on average, creating symmetries is “cheaper” than disconnecting the
network. The role of network symmetries in preventing observability
and controllability has been observed in several independent works;
see for instance [16], [[17]. Finally, the comparison of line and star
networks shows that Algorithm [I] is a useful tool to systematically
investigate the robustness of different topologies.

V. CONCLUSION

In this work we extend the notion of observability radius to
network systems, thus providing a measure of the ability to maintain
observability of the network modes against structured perturbations of
the edge weights. We characterize network perturbations preventing
observability, and describe a heuristic algorithm to compute pertur-
bations with smallest Frobenius norm. Additionally, we study the
observability radius of networks with random weights, derive a funda-
mental bound relating the observability radius to certain connectivity
properties, and explicitly characterize the observability radius of line
and star networks. Our results show that different network structures
exhibit inherently different robustness properties, and thus provide
guidelines for the design of robust complex networks.
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